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Summary

Ever since the creation of large-scale electoral democracy, believed to be in the 5" century BC
in Athens, there have been interferences by the state, organisations, or political parties to try to
influence and sway the votes of an election in a sovereign nation. These activities aim to
change the possible outcome of an election, undermine public trust, or destabilise democracy
itself. Now, in the 215t century, electoral interference can take place in many forms, including
cyberattacks on voting infrastructure, deliberate disinformation campaigns and unethical funding
of specific parties or candidates. This matter needs to be urgently addressed in order to
safeguard the integrity of democratic nations and the population who vote for their leaders.

Definition of Key Terms

Democracy - A system of government in which power is held by elected representatives who
are freely voted for by the people, or held directly by the people themselves.

Disinformation - False information, which is intended to mislead, especially propaganda issued
by a government organisation to a rival power or the media.

VLOPs — Very Large Online Platforms, such as Google, Meta and Microsoft.

Cyberattack - An illegal attempt to harm someone's computer system or the information on it,
using the internet.

Free and fair elections - Elections where all of age individuals can be a candidate, have
freedom of speech, have freedom of assembly for political rallies, access to truthful, reliable
information and the electorate are not subjected to intimidation, voter fraud or inaccurate
counting of ballots.

Background Information

State electoral interference refers to actions taken by governments, either domestically or from
foreign states, to influence the outcome or public perception of elections in another country or
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region. As elections form the foundation of a legitimate free and fair democracy, the persistent
threat of manipulation raises serious concerns for political stability, sovereignty, and public trust
in democratic institutions.

State interference in elections is not a new phenomenon. Throughout the 20th century, major
powers such as the United States and the Soviet Union (USSR) frequently engaged in efforts to
sway foreign elections during the Cold War (1945-1989). The U.S. supported certain candidates
in Asia and Western Europe, often through covert financial funding or media influence. Similarly,
the USSR worked to install or maintain communist and socialist aligned leaders in Eastern
Europe and South America to further their influence and ideology. However, the modern form of
electoral interference has evolved with the increase in globalisation, leading to the rise of the
internet and digital communication. These developments have enabled more subtle, far-
reaching, and anonymous methods of influence, particularly through social media, where
deliberate disinformation campaigns and fake news can be prevalent.

Main methods of interference

1. Cyberattacks - Foreign states may hack into voter registration systems, political party
databases, or the personal accounts of political candidates and staff. These attacks can be
used to steal sensitive information and disrupt operations to erode voter confidence in a political

party.

2. Disinformation Campaigns — This more common method involves the spread of fake news
or misleading content via social media. State-sponsored actors may use Al bots, trolls, or fake
accounts to create divisive messages, promote conspiracy theories, or smear particular political
parties and candidates. This can lead to serious future side effects, due to the enhancing of
political extremes, which widens polarisation between groups, furthers distrust in the system
and government and creates an ill-informed new generation.

3. Financial and Political Support - States or organisations may provide funding, resources, or
media exposure to their preferred parties or candidates, which gives them an unfair advantage
in an ideally fair democratic election. This support may be covert or funneled through foreign
NGOs, or third-party organisations.

Consequences

Electoral interference, whether successful or not, can have serious consequences. It
undermines public trust in democratic institutions and delegitimises election results, hence can
lead to political instability or even social unrest. Even the perception that an election has been
manipulated, regardless of whether interference actually occurred, can weaken the authority of
elected governments. For example, the belief that the 2020 US election was rigged in Joe
Biden’s favor led to the January 6" Capital riots which saw the deaths of 5 individuals and many
more injured or arrested. Additionally, repeated or visible interference can exacerbate political
polarisation, especially in societies already experiencing deep political divides. It can also fuel
conspiracy theories and contribute to general skepticism about the integrity of democratic
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systems and governments which is the bedrock for complete freedom, something that the
United Nations strives for.

The map below, provided by Our World in Data, highlights the number of countries considered
to have free and fair elections, and others which are more susceptible to illegitimate election
results from state interference.

Free and fair elections index, 2024
Data by V-Dem®. Expert estimates of the extent to which election violence, government intimidation, fraud,
large irregularities, and vote buying are absent. The index ranges from 0 to 1 (most free and fair).
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Major Countries and Organizations Involved
The United States of America

Even though past administrations, particularly during the Cold War, were heavily involved in
preventing communist governments forming, through interference, in several states, today the
US actively counters state electoral interference around the world in order to safeguard
democracy. The US’s CISA (Cybersecurity and Infrastructure Security Agency) helps prevent
cyber-attacks on voting infrastructure as well as combating foreign disinformation campaigns
such as Russia’s one on social media during the 2016 presidential election.
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The Islamic Republic of Iran

Iran denies meddling in foreign election processes, labeling accusations by western member
states as baseless and politically motivated. However, it is widely known that since the 1979
Islamic revolution, Tehran has funded a vast range of proxies and terrorist organisations in the
Middle East to help them achieve strategic dominance in the region. Some of these proxies, like
Hezbollah in Lebanon and Hamas in the Gaza Strip, have political subsections, thus the funding
can be seen as a form of indirect foreign election interference.

Russian Federation

Although the Kremlin officially denies involvement in electoral interference, intelligence reports
link Russian state actors to hacking foreign political parties, election systems and spreading
disinformation via social media. These efforts, such as the ‘MacronLeaks’ during the 2017
French election, aim to destabilise their adversaries, and have hence resulted in a multitude of
sanctions and expulsions from western member states.

European Union (EU)

The EU views state electoral interference as a direct threat to democracy and a nation's
sovereignty. Since 2014, EU member states have faced Russian cyberattacks, Brexit
disinformation and the infamous ‘MacronLeaks’. To combat this, they have installed action plans
against disinformation on VLOPs and placed sanctions on countries believed to be threats to
European democracy.

The Democratic People's Republic of Korea (DPRK)

North Korea conducts tightly controlled, non-competitive national parliamentary elections, where
voters are only eligible to vote for the ruling ‘Workers Party’, led by general secretary Kim Jong
Un. These elections result in 99.91 percent of the population voting in favor of their leader, and
as such is classified as a total authoritarian dictatorship due to the state interfering in their
supposedly democratic election. Outside of their borders, the DPRK has repeatedly targeted
South Korea'’s elections through cyberattacks and state media propaganda.

Timeline of Events

Date Description

1948 The CIA (Central Intelligence Agency) of the US interfered in
the 1948 Italian election by means of funding anti-communist
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propaganda and succeeded to prevent a communist victory in
post WW?2 Italy during the Cold War.

The United States financially supported opposition candidates
as well as disinformation campaigns in Chile, which
heightened polarisation and lead to a military Coup that
overthrew socialist president, Salvador Allende.

1973

The International IDEA (Institute for Democracy and Electoral
1995 Assistance) was founded in conjunction with the UN, that now
works to support and strengthen democratic institutions and
processes all over the world. This includes combating state
electoral interference.

Russia allegedly fabricated cyberattacks on voting
infrastructure in the Ukrainian election, which was a
contributing factor that enabled them to successfully invade
the Crimea.

2014

Russian state actors were believed to have interfered in the
US presidential election from the use of large scale social
media disinformation campaigns to spread false narratives to
damage candidate Hilary Clinton.

2016

Russian linked hackers released French presidential candidate
Emanuel Macron’s personal emails and campaigns documents
two days before the election, in a process that is now known
as the ‘MacronlLeaks’.

2017

The European Commission brokered the EU Code of Practice
on Disinformation. This required VLOPs to remove fake

2018 accounts and employ fact-checkers in order to minimise
disinformation campaigns that may interfere with democratic
processes.
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Facing foreign interference attempts, the US’s CISA and FBI
implemented system audits and real-time threat sharing to
ensure no votes were altered in the presidential election,
declaring it the most secure election in US history.

2020

NATO (North Atlantic Treaty Organisation) declared that large
scale foreign cyberattacks, including election interference, will
trigger Article 5, which aims to deter adversaries through the
threat of collective retaliation.

2021

The OEDC (Organisation for Economic Cooperation and
Development) issues new standards on electoral integrity,
ensuring that partner states update cybersecurity, and
transparency and voter education.

2023

Relevant UN Treaties and Events
UNGA Resolutions
Resolution A/RES/74/164 (2019)

This resolution tackles the use of digital tools for criminal activities, including potential threats to
elections. While focused on cybercrime in general, it indirectly addresses foreign election
interference by calling for global cooperation against hacking, misinformation, and misuse of
online platforms, which are often methods used to disrupt elections or manipulate voters. Found
here - https://docs.un.org/en/A/RES/74/164

Resolution A/RES/73/27 (2018)

This resolution recognises the growing misuse of digital technology by states, especially in ways
that could undermine other nations’ stability. Though it doesn't mention elections specifically, it
reinforces the idea that interfering in another country’s internal affairs, such as its democratic
electoral processes, violates international law. Found here - https://docs.un.org/en/A/RES/73/27
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Previous Attempts to solve the Issue

The European Democracy Action Plan (EDAP) - (2020)

The European Democracy Action Plan (EDAP), introduced by the European
Commission in 2020, is a strategic initiative designed to safeguard democratic
processes within the European Union, particularly in the face of growing threats from
state election interference. It aims to strengthen democratic institutions by tackling
disinformation, enhancing the transparency of political advertising, and protecting the
integrity of elections. Recognising that foreign actors, particularly state-sponsored ones,
increasingly exploit online platforms to manipulate public opinion, the EDAP calls for
stricter rules on digital campaigning and cross-border influence operations. EDAP is a
significant policy framework in the Europe Union’s broader defense against foreign
election meddling.

The Budapest Convention on Cybercrime (2001)

The Budapest Convention on Cybercrime, signed in 2001, wasn’t originally created to
deal with election interference, but it has become increasingly relevant as these threats
have moved into the digital world. The convention was the first international treaty aimed
at tackling crimes committed through the internet and other computer networks. It gives
countries a common legal framework to cooperate across borders on issues like
hacking, data theft, and system attacks, all of which can be tools used by foreign actors
trying to disrupt elections. While it doesn’t specifically mention voting systems, the
convention supports law enforcement agencies in tracking and stopping cyber threats,
including those that target electoral infrastructure.

Possible Solutions

Strengthening election cybersecurity

One of the most effective ways to combat election interference could be by improving
cybersecurity across all voting systems. Many local and state election offices still rely on
outdated technology, making them vulnerable to hacking and tampering. If states were
to invest more into modern, secure infrastructure, voter and candidate information can
be made a lot safer.

Regulating online political ads and disinformation

VLOPs, including social media spaces, have become battlegrounds for disinformation,
especially during election seasons. Foreign state actors can often spread false or
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divisive content to sway public opinion. In order to counter this, deals could be made
with VLOPs to ensure that political ads are identified and regulated to be made clear to
users. Moreover, fact-checkers could be employed to guarantee that information
provided by creators and websites is the truth, however caution is needed here to not
infringe on an individual's freedom of speech. Deals have been created like this in the
past, such as the European Union’s Code of Practice on Disinformation (2018).

- Improving voter access and education

One of the subtler forms of election interference is voter suppression, where people are
discouraged or blocked from voting due to confusing rules, limited polling places, or
disinformation about the process. A key solution is to make voting more accessible for all
voters. This can include expanding early voting, making mail-in ballots easier to obtain,
and ensuring polling stations are available in all, including rural, communities.
Furthermore, improving the population's education, from an earlier age on basic political
ideas, parties, the state system and simply where to vote can ensure that voters are
aware of who they vote for and how they do it. This allows a democratic election to be
fairer and more representative of the entire nation.
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