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Summary

Picture the very essence of the word “espionage” in your mind. What do you see? Most might recall
James Bond or Mission Impossible to mind and this is far (but not too far) from the truth. Espionage is
the act of covertly obtaining information which is not public (e.g. technological, political or military
information).’ Espionage traditionally included agents infiltrating a country or organisation physically
however a new player has joined the game. Cyber espionage.

Cyber espionage has the same goals as regular espionage but is arguably more dangerous due to the
fact that it is harder to decipher which state is spying on another state.? It is also very dangerous as the
information age means that states store large amounts of secretive information on computers which
can be hacked to gain access to classified information. Delegates may want to research Stuxnet’, a
computer virus which was allegedly created by the USA and Israel to cripple Iran’s nuclear program.
Although this is technically cyberwarfare this is a prime example of how sensitive information can be
obtained (or destroyed) through extremely covert means.

Most states agree that espionage (though cloak and dagger in nature) is a valid form of warfare however
the true problem of espionage arises during peacetime.

Definition of Key Terms

Espionage- a tool for the execution of policy as well as a tool to inform policy®. The first half of this
statement (execution of policy) means of espionage e.g. propaganda, active operations and political
actions. The second half (inform policy) means to gather intelligence and to analyse that intelligence.

Cyber espionage- The act of covertly obtaining information which is not public through digital means
e.g. hacking

1 Mi5.gov.uk. (2018). Espionage | MI5 - The Security Service. [online] Available at: https://www.mi5.gov.uk/espionage
[Accessed 27 Aug. 2018].
2 Ahmed Shaikh, S. (2018). Cyber-espionage is more difficult to pin to a state than spying in the physical world. [online] The
Conversation. Available at: https://theconversation.com/cyber-espionage-is-more-difficult-to-pin-to-a-state-than-spying-in-
the-physical-world-32977 [Accessed 27 Aug. 2018].
3 En.wikipedia.org. (2018). Stuxnet. [online] Available at: https://en.wikipedia.org/wiki/Stuxnet [Accessed 27 Aug. 2018].
4Zohar, R. (2018). The International Legal View of Espionage. [online] E-International Relations. Available at: https://www.e-
ir.info/2018/03/30/the-international-legal-view-of-espionage/ [Accessed 27 Aug. 2018].

Research Report | Page 1 of 6



Royal Russell School International Model United Nations |

»5

SIGINT technology- Signals Intelligence. “Intelligence gathering via interception of signals”” e.g. the

“Enigma” machine”

HUMINT- Human Intelligence. Intelligence gathered by humans through means of networking or
interaction.

IMINT- Imagery Intelligence. Intelligence gathered via photography or images e.g. satellite imagery.

Background Information

There are two types of espionage: covert operations and covert intelligence.

Covert operations is a tool for the execution of policy® and can be divided into three parts: propaganda,
political actions and covert operations. Covert operations entail active agents being deployed into the
area or cyber espionage. Political actions include but are not limited to agents infiltrating foreign
government to change foreign policy or ideology.

Covert intelligence is the tool to inform policy and is divided into two parts: collection of information
and analysis of information. The collection of information can be divided into SIGINT, HUMINT and
IMINT. This information gleamed from this process is then analysed and used to inform a state on the
next decision to be made.

There is only one law which addresses espionage and that is the prisoner status of spies. Due to their
deceitful nature spies do not have the same privileges under the Geneva Convention. In addressing this
in the Geneva Convention it is implied that espionage is a legitimate practice. However it does not
explicitly state that espionage is legal.

The legality of espionage hinges on the way it is carried out. Those who deem espionage illegal state
that due to spies having to come onto foreign soil means that they are invading national sovereignty and
are thus operations which require force would violate Article 2(4) of the UN Charter and Chapter VII of
the UN Security Council. (See the timeline to see the example of Nicaragua v US for an example of
espionage being punished during peacetime.)

Those that argue that espionage is legal say that if an agent were to never set foot on international soil
then therefore they are not violating the state’s sovereignty and are therefore not jeopardising
international law e.g. cyber espionage. Cyber espionage can be used to do the exact same things as
conventional espionage and as it is harder to track it allows for more covert operations. Those that say it
is not illegal also state that as there are no laws preventing espionage during peacetime it cannot be
against the law.

5 En.wikipedia.org. (2018). Signals intelligence. [online] Available at: https://en.wikipedia.org/wiki/Signals_intelligence
[Accessed 27 Aug. 2018].

6 Zohar, R. (2018). The International Legal View of Espionage. [online] E-International Relations. Available at: https://www.e-
ir.info/2018/03/30/the-international-legal-view-of-espionage/ [Accessed 27 Aug. 2018].
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Major Countries and Organizations Involved

19 states have organisations which conduct espionage operations in other states’ of those the main

countries involved with espionage are USA, UK, Russia and China.

Timeline of Events

Modern espionage took flight due to World War 1 where many countries decided to erect specific
organisations towards gaining information and other classified information for means of gaining the
upper hand in wars and technological advancement. In 1917 the USA formed the United States’
Espionage Act which was later repealed in 1921. It enforced that if one where to inform another state
on national secrets and the troop recruitment process of the US they would receive 20 years in prison

and a $10,000 fine.

During World War 2 focus shifted to the German “Enigma” machine which could make an infinite
number of codes which were changed daily to allow Germans to communicate in code to coordinate
attacks. However the British and the Polish worked together to crack this code which aided in

countering and defending against German plans (this was an example of SIGINT technology).

The Cold War is arguably when espionage peaked in activity. The United States and the Soviet Union
expanded their intelligence agencies to ascertain secrets on the other countries’ nuclear secrets,
employing thousands of agents in the process. The US and Russia deployed satellites to gain real time
information on one another as well as using computers. SIGINT technology also improved allowing both

sides to intercept signals and gain information.

After the Cold War, the face of espionage changed. With relationships between states damaged,
espionage switched from gaining military information to gathering economic information. States
continued to spy on friends and foes, however now with the main focus on gaining intelligence of

information, not people. SIGINT improved more with the US developing the program “Echilion” which

7 En.wikipedia.org. (2018). Espionage organizations. [online] Available at:
https://en.wikipedia.org/wiki/Espionage_organizations [Accessed 27 Aug. 2018].
Research Report | Page 3 of 6



Royal Russell School International Model United Nations

has been used to monitor internet traffic, phone transmissions and fax lines. More recently the focus

has shifted to investigate terrorist organisations.

In 1986 the ICJ ruled in the case of Nicaragua vs. US that the US was interfering with Nicaraguan affairs,
supporting Contras in their rebellion and mining Nicaragua’s harbours covertly. These covert actions
violated international law (paragraph 202) and thus the US was ordered to provide compensation to
Nicaragua. However the US vetoed proceeding U.N Security Council resolutions causing Nicaragua to

gain no compensation for the acts of espionage against them. ®

Relevant UN Treaties and Events

UN Charter (1945) - Article 2(1) and Article 2(4)

Geneva Convention (1947)

Previous Attempts to solve the Issue

As espionage has been around since the dawn of civilisation and international law being very recent,
espionage is in a grey area of the law. It is neither illegal nor legal, though arguments can be made for
both sides of the coin. In short there have been no direct attempts to solve the issue of interstate
espionage.

Possible Solutions

As a reminder this committee is not Security Council therefore SPECPOL cannot enforce sanctions on

other states for violating clauses in resolutions.

One way to solve this problem is to encourage states to prohibit espionage in its’ own borders and
ascertain its’ own rules (according to the Geneva Convention) as to how spies caught are dealt with. In
turn encourage states to cease all forms of espionage on other states during peacetime. This is where
the problems arise. Espionage as mentioned countlessly throughout this report is deliberately operated
under the radar therefore enforcing this is a very difficult matter.

8 Newworldencyclopedia.org. (2018). Espionage - New World Encyclopedia. [online] Available at:
http://www.newworldencyclopedia.org/entry/Espionage [Accessed 27 Aug. 2018].
9 En.wikipedia.org. (2018). Nicaragua v. United States. [online] Available at:

https://en.wikipedia.org/wiki/Nicaragua_v._United_States [Accessed 28 Aug. 2018].
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Perhaps another solution

When creating a resolution on this topic delegates should think about:

Should espionage be allowed during peacetime or even at all?

Is there an alternative to espionage?

How damaging can espionage be to a state?

Has your state been effected by espionage in any form? If so how did your state solve the
problem?

Should states agree to share information between each other in order to avoid espionage?

Final Words

This concludes the research report on the Question of Stopping Interstate Espionage.

| encourage delegates to read the sources that | have used in this report, mainly:

https://chicagounbound.uchicago.edu/cgi/viewcontent.cgi?article=1733&context=cjil,

https://www.e-ir.info/2018/03/30/the-international-legal-view-of-espionage/,

https://repository.law.umich.edu/cgi/viewcontent.cgi?article=11708&context=mijil

https://en.wikipedia.org/wiki/Espionage organizations

These may be long winded and tedious to read however they will provide delegates with a solid
understanding of the problems of espionage which were too long winded for this report. The last link
includes information on all states who have espionage organisations.

If you have any questions feel free to email me on hrishi.rao123@gmail.com.

Thanks and | look forward to meeting all of you at our conference.

Hrishi Nokku
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